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About this Committee

About this committee
The United Nations Educational, Scientific and Cultural Organisation is a specialised agency of the United Nations. Its purpose
is to contribute to peace and security by promoting international collaboration through education, science, and culture in order
to further universal respect for justice, the rule of law, and human rights along with fundamental freedom proclaimed in the
United Nations Charter.
UNESCO pursues its objectives through five major programs: education, natural sciences, social/human sciences, culture, and
communication/information. Projects sponsored by UNESCO include literacy, technical, and teacher-training programmes;
international science programmes; the promotion of independent media and freedom of the press; regional and cultural history
projects; the promotion of cultural diversity; translations of world literature; international cooperation agreements to secure the
world cultural and natural heritage (World Heritage Sites) and to preserve human rights, and attempts to bridge the worldwide
digital divide. It is also a member of the United Nations Development Group.
UNESCO's aim is "to contribute to the building of peace, the eradication of poverty, sustainable development and intercultural
dialogue through education, the sciences, culture, communication and information". Other priorities of the organisation include
attaining quality Education For All and lifelong learning, addressing emerging social and ethical challenges, fostering cultural
diversity, a culture of peace and building inclusive knowledge societies through information and communication.
The issue: Internet security and cyberterrorism
In December 2014, Japanese corporation Sony Pictures withdrew its plan to release the film “The Interview”, a fictional story
about a CIA plot to assassinate Kim Jong-un, the leader of North Korea. Sony’s decision came after North Korean hackers stole
millions of documents, including the emails, health records and financial information of Sony employees. The government of the
United States accused the government of the Democratic People’s Republic of Korea (DPRK) to have orchestrated the attack. In
response, North Korea rejected the accusation, denying any direct involvement in the cyber-attack. Moreover, the government
stated to be “ready to stand in confrontation with the US in all war spaces including cyber warfare space”.
This recent and dramatic example shows how technology and the cyber-space have become crucial points of vulnerability for
international security. As the world relies more and more on software and connectivity, so does the vulnerability of the data and
critical installation increase. A major threat is posed by “cyber-terrorism”, the use of the electronic infrastructure to create
damage, spread fear and advance political and social programs. In recent decades, states, companies and individuals have
suffered such attacks, carried out by private and state-sponsored hackers, and resulting in the loss or leak of private
information, damage of infrastructures and impossibility of communications. The attack on Sony demonstrates that states’
government may be not only the objects but also the subjects of cyber-attacks. Consequently, states are called upon to respond
to these new threats. The international community gathers in the General Assembly of the United Nations (UNGA) to discuss the
issue of cyberterrorism, both private and state-sponsored, the implications it has for peace and security given the new
vulnerabilities created by our reliance on the cyber-space, and the possible solutions for the matter.
Cyberterrorism: main features
The first problem when dealing with terrorism is the lack of a clear, universally accepted definition. A possible definition is
provided by the CIA, which regards terrorism as “premeditated, politically motivated violence perpetrated against
noncombatant targets by sub-national groups or clandestine agents.” (CIA website, “How do you define terrorism?”)
When dealing with cyber-terrorism we should clearly distinguish it from other terms such as cyber-war, cybercrime, and cyberespionage.
According to Computer Science Professor Dorothy Denning, Cyberterrorism:
refers to unlawful attacks and threats of attacks against computers, networks and the information stored therein when done to
intimidate or coerce a government or its people in furtherance of political or social objectives. Further, to qualify as
cyberterrorism, an attack should result in violence against persons or property, or at least cause enough harm to generate fear.
Attacks that lead to death or bodily injury, explosions, or severe economic loss would be examples. Serious attacks against
critical infrastructures could be acts of cyberterrorism, depending on their impact. Attacks that disrupt nonessential services or
that are mainly a costly nuisance would not. (United States Institute of Peace, “Cyberterrorism. How Real Is the Threat?”
December 2004)
Cyber terrorism, or more general cyberattacks, might be pursued by private groups trying to gain as much visibility and media
resonance as possible, targeting a focused objective and advancing political or social claims through violence and fear. On the
other hand, a state may make use of cyber terrorist attacks to advance its interests. If the international community is going to
start to address the problem, it seems reasonable that it should focus on both aspects of the issue. Therefore, non-state
sponsored cyberterrorism and state-on-state cyber-attacks will be covered in the next sections.

Examples of non-state sponsored cyberterrorist attacks
Cyberterrorist attacks started to take place in the 1990s, targeting both government networks, private agents and corporations:
 In 1996, a computer hacker allegedly associated with the White Supremacist movement temporarily disabled a
Massachusetts Internet Service Provider (ISP) and damaged part of the ISP's record keeping system. The ISP had
attempted to stop the hacker from sending out worldwide racist messages under the ISP's name. The hacker signed off
with the threat: "You have yet to see true electronic terrorism. This is a promise."
 In 1997-1998, an e-mail bombing campaign was launched against the Institute for Global Communications (IGC), a San
Francisco–based ISP that hosted the web pages of Euskal Herria (in English, the Basque Country Journal), a publication
edited by supporters of the Basque separatist group ETA. The attackers bombarded the website with thousands of emails, clogging the system, and threatened to attack other organisations using IGC services.
 Again in 1998, ethnic Tamil guerrillas attempted to disrupt Sri Lankan embassies by sending large volumes of e-mail.
The embassies received 800 e-mails a day over a two-week period. The messages read: "We are the Internet Black
Tigers and we're doing this to disrupt your communications." Intelligence authorities characterised it as the first
known attack by terrorists against a country's computer systems.
 In 1999, during the NATO operation to evict Serbian forces from Kosovo, business, public entities, and academic
institutes in NATO member states received virus-laden e-mails from computers located in Eastern European countries.
 In August 2013, media companies including the New York Times, Twitter and the Huffington Post lost control of some
of their websites Tuesday after Syrian hackers breached the Australian Internet company that manages many major
site addresses. The Syrian Electronic Army, a hacker group that had previously attacked media organisations that it
considers hostile to the regime of Syrian president Bashar al-Assad, claimed credit for the Twitter and Huffington Post
hacks in a series of Twitter messages.
 On January 7, 2015, at least three official German websites, including the chancellor’s and the website of the
Bundestag, were inaccessible due to a cyberattack performed by a Russian-speaking group based in Eastern Ukraine.
The group, signed Cyber Berkut, demanded that Germany sever ties with Ukraine and halt financial and political
support for the Kiev government.
 On January 15, 2015, hackers claiming allegiance with the Islamic State took control of the Twitter account of the
United States military’s central command. The group posted threatening messages and propaganda videos, as well as
military documents. This is the latest episode of a propaganda battle that the United States and the Islamic State have
waged on each other since mid-2014.

The Washington Post, “U.S. military social media accounts apparently hacked by Islamic State sympathisers”, 12
January 2015 http://www.washingtonpost.com/news/checkpoint/wp/2015/01/12/centcom-twitter-accountapparently-hacked-by-islamic-state-sympathizers/

State-sponsored cyberterrorism
While non-state actors –sub national groups or clandestine agents perform cyberterrorist attacks, over the last decade states
have used cyber-space to launch attacks on other states. Analysts calculate that about 100 countries in the world are actively
developing offensive and defensive cyber capabilities.
For example, China has developed online defense unit called "Cyber Blue Team” or “Blue Army." Officially engaged in cyberdefense operations, the Blue Army has been accused of undertaking cyberattacks against foreign companies and government
agencies.

States use the new cyber tools to attack other states or non-state actors (like terrorist organisations, which become both
subjects and objects of cyber-attacks). There are several examples of state-led attacks -although usually states deny direct
involvement -targeting both other states’ agencies and foreign corporations/private agents:
 In 2007, Russia carried out a massive denial-of-service attack against Estonia that ultimately rendered the country
offline and shut out from services dependent on Internet connectivity. The cyberattack corresponded to an EstonianRussian dispute over the removal of a bronze statue depicting a World War II-era Soviet soldier from the center of
Tallinn.
 In the midst of the armed conflict with Russia, Georgia likewise was subject to sustained and coordinated Russian
attacks on its electronic infrastructure in August 2008. In both of these cases, circumstantial evidence point to
coordinated Russian attacks, but proof establishing legal culpability is lacking.
 In 2010, the Stuxnet computer worm attacked Iranian computers controlling uranium enrichment facilities. Nearly a
fifth of Iran’s nuclear centrifuges were destroyed. Stuxnet’s complexity suggests that the United States and/or Israel
are responsible for the creation and the deployment of the worm.
 In March 2013, the New York Times reported on a pattern of cyberattacks against U.S. financial institutions (JPMorgan
Chase, Wells Fargo, and American Express). Although the attacked was performed by an Islamic non-governmental
group, investigations claim that the Iran might be behind it.
 Again in March 2013, a similar attack affected South Korean financial institutions and targeted up to 32,000 computers.
North Korea was called responsible for the attack, after it openly declared that it is seeking online targets in its
neighbor to the south to exact economic damage. “The attacks have changed from espionage to destruction,” said
Alan Paller, director of research at the SANS Institute, a cyber-security training organisation. “Nations are actively
testing how far they can go before we will respond.” (New York Times, Cyberattacks Seem Meant to Destroy, Not Just
Disrupt”, 28 March 2013)
 In late 2014, the North Korean hackers’ attack on Sony was suspected to be led by the DPRK government. As previously
mentioned, the United States accused North Korea of organising the cyber-attack, and the Democratic Republic
responded by denying the charge and declaring ready for cyberspace warfare. (BBC News, “Sony hack: North Korea
threatens US as row deepens”, 22 December 2014)

Some non-state actors may act on behalf of a state: for example, groups supporting the Syrian government may have launched
an attack without authorisation from the government itself. The international community should also decide when a
government becomes responsible for the actions of private actors.

The international community and cyberterrorism

The use of any kind of force to settle international disputes is condemned by international law, as article 2.4 of the Charter of
the United Nations puts forward: “All Members shall refrain in their international relations from the threat or use of force
against the territorial integrity or political independence of any state, or in any other manner inconsistent with the Purposes of
the United Nations.” As a result, states are bound by the Charter to forgo attacking other states; they may also be responsible
for attacks carried out by private agents within them. However, cyber-attacks have become a serious issue only in recent
decades, many years after the UN Charter was drafted. While the framers of the UN Charter conceived of “attack” as a
traditional, direct armed attack, it can also be understood to address more indirect cyber-attacks.
The existing body of international law concerning cyberterrorism and cyber-security specifically is limited. There are many
questions as to its applicability in the context of cyber-attacks.
One of the few UN resolutions on cyber-security is the one adopted by the General Assembly on December 2, 2009,
“Developments in the field of information and telecommunications in the context of international security” (A/RES/64/25). In
resolution 64/25, the UNGA “Calls upon Member States to promote further at multilateral levels the consideration of existing
and potential threats in the field of information security, as well as possible measures to limit the threats emerging in this field,
consistent with the need to preserve the free flow of information.” The Security Council (UNSC) has so far addressed only the
matter of terrorism in its resolutions, without special reference to cyberterrorism.
The most important UNSC’s resolutions on terrorism are:




S/RES/1377(2001) on the adoption of declaration on the global effort to combat terrorism;
S/RES/1535(2004) on the creation of the Counter-Terrorism Committee Executive Directorate (CTED);
S/RES/1540 (2004), which under Chapter VII of the United Nations Charter, obliges States to refrain from supporting by
any means non-State actors from developing, acquiring, manufacturing, possessing, transporting, transferring or using
nuclear, chemical or biological weapons and their delivery systems.

Moreover, cyber-espionage is not addressed by international law.
The most effective international norms on cyber-security have come out of regional blocks. For example, cyberterrorism and the
use of the Internet for terrorist purposes have been identified by the Council of Europe as priority focus areas and have been the
subject of discussion in the Committee of Experts on Terrorism (CODEXTER) since 2006. After the attacks on Estonia, cybersecurity has become a key focus of NATO, whose Cooperative Cyber Defense Centre of Excellence developed in 2012 the Tallinn
Manual on the International Law Applicable to Cyber Warfare. Several bilateral agreements have been signed to deal with cybersecurity. In the 2013 US-China summit, Presidents Obama and Xi agreed to establish rules to control cyber-espionage and cyberattacks. (CNN News, “Despite tensions, U.S., Chinese leaders talk of forging 'new model' in relations” , 9 June 2013)
A new problem arises as state-led cyber-attacks have proved efficient in debilitating terrorist organisations – like the US action
against al-Qaeda. Cyberterrorism is an active option for modern terrorists, but it is also a valid political and military tool for
st
states. New conflicts in the 21 century may be fought over the Internet, by sabotaging a state’s communication apparatus or
hitting its agencies and private entities. The recent US-DPRK confrontation illustrates how private companies’ websites may also
become vulnerable targets.
Finally, there is an ongoing debate whether it is possible for a state to violate the cyber-space of another country in order to
attack a non-state actor. Some countries claim that the violation of a state’s cyber-space is acceptable when that state proves
unable or unwilling to combat an international cyber-terrorist organisation. On the other hand, several states maintain that any
foreign intervention in a country’s cyber-space is nothing but a violation of the basic principles of sovereignty and nonintervention.

Questions for Research:
1.
2.
3.
4.
5.
6.
7.

Has your country been a source or victim of cyber terrorism?
What cyber terrorism and internet legislation does your currently have? How does it define cyberterrorism?
Should the UN provide a universal definition of cyberterrorism?
Does the international law restricting states’ resort to force limit states’ legitimate resort to cyberattacks against other
states or groups?
Can a state intervene in the cyber-space of another country for the purpose of combating cyberterrorists and terrorist
organisations? Or is it a violation of state’s sovereignty?
What measures may a state take to prevent or respond to an attack by another state? Or from its own citizens?
Should any committee be established with the purpose of coordinating states’ action and resources in combating
cyber-terrorism and protecting infrastructures?
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Other useful websites:
The CIA World Factbook: https://www.cia.gov/library/publications/the-world-factbook/
UN Official Document System: http://documents.un.org
Center for Defense Information: http://www.cdi.org
Foreign Policy Association: http://www.fpa.org
The Online Intelligence Project: http://www.icg.org
Multimedia
https://www.youtube.com/watch?v=tKAzA82Xf-4 What would happen in a cyberattack? Scary predictions! 10m TED talk
https://www.youtube.com/watch?v=YiUN35Ikdfw How cyberterrorism works America, Israel and Iran 10m TED talk
https://www.youtube.com/watch?v=MPMr5jPwA7I Why we are failing to tackle crime? There are 18 victims per second! 14m TED Talk
https://www.youtube.com/watch?v=cPTPpb8Ldz8 Kings College London professor defines cyberterrorism 7m
https://www.youtube.com/watch?v=Y2uNxpqo7CE 1hr FBI expert defines cyberterrorism
https://www.youtube.com/watch?v=fawN4OZEt-Y 1hr interview with a US general about ‘Cybercommand’

